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Configuring Network Settings
Module 4 | Activity 1
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Introduction
At the present moment, your Kali virtual machine does not have access to the internet. We will have to configure a connection manually. That is what we will be doing during this activity. Before you begin, ensure that you have read through the slides for this module. It serves as a good introduction to the following topics. If you need help, ask your fellow classmates first then your instructor. Google can also be incredibly helpful.
In a previous module it was explained why your virtual environment feels like it is closed off from the rest of the internet. The reason behind this is that we don’t want anything harmful to be “leaking out”. In order to access the internet we first need to connect to a proxy, this serves as a gateway between users and the internet. And it only lets certain types of traffic through, namely http, https and ftp. 



Configuration
On one team’s computer, sign in to ISELab and power on the virtual machine that you created last time. Launch a web console from the VSphere Client and log in with your credentials. This is what you should be seeing:
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If you look back at the VSphere Client real quick you should see that your Kali machine should be connected to the Playground DVS option, which is visible under the Summary tab.
Listed under Networks. 
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At the moment you do not have an IP address for your machine. And IPs are necessary if you want to connect to the internet. 
If you run the command ip addr which usually has your IP address listed along with other information we can see that it is not there. *You will see what it is supposed to look like soon.
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Login as root user
Our first step is going to be to use the text editor “nano” in order to edit the interface file.  Open a commands terminal by clicking on the black box in the top left hand corner.
Before you edit a file ensure that you are a “root” user otherwise you will be unable to save your changes. To obtain root privileges simply use the command “sudo -s”, after which you will be asked to provide your password. 
Also note that whenever you type a password no characters show up. Not even asterisks (****). But I assure you that you are indeed typing. Press Enter to submit password. Once you see “root 💀 kali” followed by a “#” symbol next to the cursor you are a root user. [image: ]
A. Edit the Interface file
Run the nano command.
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- Once you press enter you will be able to view the following from the text editor. Most of the lines of “code” will already be there. Especially the comments, in blue. If your file is empty you probably misspelled the filename or file path. Make sure it is typed exactly as shown above.
Add the remaining lines to your /etc/network/interfaces file by scrolling down with the arrow keys. Be aware that your school has its own unique IP address, provided by our people at ISEAGE. So do not type in the first three numbers “41.8.80” as the first part of the address and gateway as shown below. You will have your own set of XX.XX.XX numbers.
Since we are doing this manually do not pick the same final digit for your “address” as your friends. The netmask and gateway can be the same but the fourth digit on the address field must be different.
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- Once it looks good. Exit the file by pressing Control + X. Once you press Control + X, you will be asked “Save modified buffer?” Press Y to confirm this action. Finally simply press Enter to confirm the name of the file. 
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 C. Applying the Changes
- To get our most recent changes to apply we need to bring down the interface and then bring it back up as shown below. I had already done this before so my results might differ from your but that is A-OK!
Input ifdown then input ifup.[image: ]



- Now if we run our ip addr command once again we can see that our machine has now been assigned an IP-address. As shown next to “inet”.
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- We’re almost there.
D. Adding a Proxy Environment
- Due to the way the ISELab environment is set-up, we can't access the normal internet just yet. We need to go through a proxy that only allows certain types of traffic through the ISELab “Air Gap”. Namely the http, https and ftp protocols.
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- We need to add proxy environment variables to our system. To do this we need to edit another file that will continue to come up in future modules. I am referring to the /etc/profile file.
We will use our text editor nano to help us out with this. Run the command “nano /etc/profile” and the corresponding file contents will be displayed.
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- Scroll all the way to the bottom by using the arrow keys and enter the following final three lines.(no you can not copy and paste here) We need to tell our machine where our proxy server is located. The IP address corresponds to our proxy server and the 3128 is the port number being used. Exit and save the file as shown previously.
*More on ports in the future.
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Important Note: 
While we have made the proper adjustments to the file, we cannot expect the changes to be applied immediately. It is good practice to get used to restarting your machine every time you make a change with a significance of this magnitude. After restarting the changes should be applied.

E. Adding New Default Setting
- One of the last remaining steps we need to complete is to add a new default setting to our sudoers file. All it does is help us run certain commands with greater ease in the future.
Enter the command “visudo” in the terminal. This is what should come up. You may need to enter the sudo -s command again. 
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- Add the missing line. Exit and save.
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F. Exporting and Updating the Network
- Execute three similar commands in the terminal as you did before in the /etc/profile file. Namely, the three export commands. Note that they won’t return anything. After these three export commands. Enter the apt update command which basically helps us apply all of the big changes we just made. This update may run for about 15 minutes.
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- At some point it is likely that you will run into the following two prompts. Press Enter on <Yes> and type in “YI” before pressing enter on the second prompt.
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- After this long update, restart your Kali box. Not your physical computer you are viewing this from. Do this with the command sudo reboot. 
[image: ]





G. Assigning Preferences 
- Open up a Firefox tab by clicking on the blue/white Kali dragon icon on the top-left corner of the screen and type in Firefox. It will be called FireFox ESR. Bring down the hamburger menu and click on Preferences. This is a part of configuring DNS. And if your internet connection is non-existent at some point during a future module come back to this section to reconnect.
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- Click on the settings button and make the corresponding changes before you click OK. This will help ensure that you can access the internet safely through the ISELab proxy.
[image: ]
- Finally, close out Firefox and relaunch it. You should now be connected. 



DNS stands for Domain Name System. All it does is help translate domain names with alphanumeric characters such as “www.google.com” or “www.twitter.com” into IP-Addresses that computers can understand. Every web address has a corresponding IP address. Google’s is 216.58.192.228. Go ahead and type that in your address bar and see where it redirects you.
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source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

allow-hotplug etho

iface eth® inet static
address 41.6.80.1
netmask 255.255.255.0
gateway 41.6.80.254
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source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

allow-hotplug etho

iface eth® inet static
address 41.6.80.1
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E( voot@ ol )-[/home/evel8 ]
# ifdown eth@

ifdown: /etc/network/interfaces.d/*:14: option with empty value
ifdown: interface eth® not configured

E( oo @ ol -[/home/evel8
i ifup ethe

ifup: /etc/network/interfaces.d/*:14: option with empty value
RTNETLINK answers: File exists

ifup: failed to bring up ethe
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L—( root@® kali)-[/]
# ip addr 1 x1 @
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group d
efault glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
2: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast state
UP group default glen 1000
link/ether 00:50:56:8c:81:55 brd ff:ff:ff:ff:ff:ff
inet 41.6.80.1/24 brd 41.6.80.255 scope global ethe
valid_lft forever preferred_lft forever
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# and Bourne compatible shells (bash(1), ksh(1), ash(1), ...).

if [ ""id -u™" -eq @ ]; then
PATH="/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin"
else
PATH="/usr/local/bin:/usr/bin:/bin:/usr/local/games:/usr/games"
fi
export PATH

if [ "${ps1-}" 1; then

if [ "${BASH-}" ] &5 [ "$BASH" = "/bin/sh"™ ]; then
# The file bash.bashrc already sets the default PS1.
# PS1="\h:\w\$ '
if [ -f /etc/bash.bashrc ]; then
. /etc/bash.bashrc
fi
else
[ ""id -u™" -eq @ ]; then
PS1="# '
else
PS1-'$ '
fi
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if

if [ -f /étc/bash.bashrc 1; then
. /etc/bash.bashrc

fi
else
if [ ""id -u™" -eq 0 ]; then
PS1="# '
else
PS1-=-"$ '
fi
fi
-d /etc/profile.d ]; the

for i in /etc/profile.d/*.sh; do
if [ -r $i 1; the
. $i
fi
done
unset i

ort http_proxy = "http://199.100.16.100:3128"
ort https_proxy = "http://199.100.16.100:3128"
5 "http://199.100.16.100:3128"
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#

Defaults env_reset

Defaults mail_badpass

Defaults secure_path='/usr/local/sbin:/usr/local/bin:/usr/sbin:/usrl

# Host alias specification
# User alias specification
# Cmnd alias specification
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root ALL=(ALL:ALL) ALL
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%sudo ALL=(ALL:ALL) ALL

€ Help Write Out
gy Exit Read File

Cut
Paste

Where Is
Replace

Execute
Justify




image6.png
File Actions Edit View Help

#

# This file MUST be edited with the 'visudo' command as root.

#

# Please consider adding local content in /etc/sudoers.d/ instead of
# directly modifying this file.

#

# See the man page for details on how to write a sudoers file.

#

Defaults env_reset

Defaults mail_badpass

Defaults secure_path='/usr/local/sbin:/usr/local/bin:/usr/sbin:/usrl

Defaults env_keep += "http_proxy https_proxy ftp_proxy"[}
# Host alias specification
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{root@kali)-[/home/evel8
# export http_proxy=http://199.100.16.100:3128/

L]

L—( root@ ali)-[/home/evel8 ]
## export https_proxy=http://199.100.16.100:3128/

L—( root@ kali)-[ /home/evel8]
i export ftp_proxy=http://199.100.16.100:3128/

L—( root@kali)-[/home/evel8]
## sudo apt apply
£: Invalid operation apply

E( voot@kali)-[ /home/evel8 |
i apt update
Get:1 http://kali.download/kali kali-rolling InRelease [30.5 kB]

Get:2 http://kali.download/kali kali-rolling/contrib Sources [64.8 kB]

Get:3 http://kali.download/kali kali-rolling/main Sources [14.0 MB]

Get:4 http://kali.download/kali kali-rolling/non-free Sources [127 kB]

Get:5 http://kali.download/kali kali-rolling/main amd64 Packages [17.7 MB]
Get:6 http://kali.download/kali kali-rolling/non-free amdé64 Packages [199 kB]

Get:7 http://kali.download/kali kali-rolling/contrib amd64 Packages [108 kB]
Fetched 32.2 MB in 20s (1,631 kB/s)

Reading package lists... Done

Building dependency tree

Reading state information... Done

1330 packages can be upgraded. Run 'apt list --—upgradable' to see them.

1e0 =~
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Configuring libpam@g:amd64

There are services installed on your system which need to be restarted when certain
libraries, such as libpam, libc, and libssl, are upgraded. Since these restarts may
cause interruptions of service for the system, you will normally be prompted on each
upgrade for the list of services you wish to restart. You can choose this option to
avoid being prompted; instead, all necessary restarts will be done for you

automatically so you can avoid being asked questions on each library upgrade.

Restart services during package upgrades without asking?
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Unpacking libext2fs2:amd64 (1.46.2-1) over (1.45.6-1) ...

Setting up libext2fs2:amd64 (1.46.2-1) ...

(Reading database ... 261855 files and directories currently installed.)
Preparing to unpack .../e2fsprogs_1.46.2-1_amd64.deb ...
Unpacking e2fsprogs (1.46.2-1) over (1.45.6-1) ...

Preparing to unpack .../libklibc_2.0.8-6_amd64.deb ...

Unpacking libklibc:amd64 (2.0.8-6) over (2.0.8-1) ...

Preparing to unpack .../sensible-utils_0.0.14_all.deb ...
Unpacking sensible-utils (0.0.14) over (0.0.12+nmul) ...

Preparing to unpack .../cron_3.0pl1-137_amd64.deb ...

Unpacking cron (3.0pl1-137) over (3.0pl1-136) ...

Setting up libapparmorl:amdé64 (2.13.6-10) ...

Setting up libjson-c5:amd64 (0.15-2) ...

Setting up libip4tc2:amdé64 (1.8.7-1) ...

Setting up libkmod2:amd64 (28-1) ...

Setting up mount (2.36.1-7) ...

Setting up libdevmapper1.02.1:amd64 (2:1.02.175-2.1) ...

Setting up libcryptsetupl2:amdé64 (2:2.3.5-1) ...

Setting up systemd (247.3-5) ...

Installing new version of config file /etc/systemd/logind.conf ...

Configuration file '/etc/systemd/resolved.conf’
=3 Modified (by you or by a script) since installation.
= Package distributor has shipped an updated version.
What would you like to do about it ? Your options are:
Y or I : install the package maintainer's version
N or O : keep your currently-installed version
D : show the differences between the versions
z : start a shell to examine the situation
The default action is to keep your current version.
**x resolved.conf (Y/I/N/0/D/Z) [default=N] ? |}
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E—( root@® kali)-[/]
## ip addr 1@
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group d
efault glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
2: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state
UP group default qlen 1000
link/ether 00:50:56:8c:81:55 brd ff:ff:ff:ff:ff:ff
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